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\ere is some data that is just too important to lose, too private to be seen, and too
critical to be tampered with.

Imagine a safe deposit box for the digital age giving you unprecedented assurances

about your data.




A Safe Deposit Box for the Digital Age

Most storage systems provide you 2hope® - hope
your data privacy, integrity and longevity. But there
some data that demands guarantees.

Can you GUARANTEE a''le...
has not been tampered with?
is safe from prying eyes?
is not corrupted over time?

Enterprise storage provides some protection With RAI
and replication but it cannot guarantee the privacy, integrity or longevity of your datdl. beles ce
. secretly read, modiled, stolen, deleted and corrupted.
¢
What you need is a storage system that is as secur
and private as a safe deposit box and as easy to acces

" your wallet. Nexsan's Assureon online disk storage arcr
D provides the privacy, integrity and longevity of a digital
safe deposit box with the high speed access of disk dri\
technology.
|

assureoN...? RIVACY

A digital safe deposit box is the ultimate in data privacy. Like a bank, Assureon create:
safe deposit boxes (virtual archives) within its secure hardware. As your data grows, Assurec
additional virtual safe deposit boxes allowing only you or authorized users to access the data

DATA SEPARATION ACCESS AUDIT TRAIL
Your critical !les are not just virtually separated Assureon establishes an unalterable audit trail
from the rest of the data in Assureon, they are for the duration of the life of a !le. Every time a !le
physically separated. is accessed, a record is kept of who accessed it an
"ere is no co-mingling of !les within the when.
Assureon system. Assureon even records the date and identity of

Every user or group is given their own sepatatauthorized attempts to access your !le. If you eve
safe deposit box within the Assureon vault. Imadexe the risk of stolen, tampered or unauthorized
an in!nite array of safe deposit boxes within a reading of a !le, the Assureon audit trail might be the
scalable vault + safe, secure, separate. best insurance you've ever had.
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“.some data
demands guarantees”




assUREON..NTEGRITY

A safe deposit box is not just a place to ensure the privacy of valuables, it is a place to ensure the integri

you deposit.

FILE FINGERPRINTING

Assureon addresses a growing problem with today's storage solution
ensuring !le integrity. Even if you replicate a !le a hundred times over, thc
copies are only as good as the source.

With Assureon, when a !le is "born, it is assigned its own unique
Ingerprint that will stay with the !le until ‘death

If a single byte ever changes, the Ingerprint will change. Revolutiong
safeguards have been put into place to ensure that a !le will retain its ex:
Ingerprint through its life cycle.

SELF-AUDITING and SELF-HEALING
Not only does Assureon audit !le access, it audits !le integrity. While
operating transparently in the background, Assureon continually monitor:

lles for !ngerprint discrepancies protecting against tampering, viruses, @ucigardal or deliberate deletion and the#.

If discrepancies are discovered, Assureon noti'es you and automatically self-heals the !letolaatasdisgstera handles
integrity audits so you never have to aross your !'ngers® when retrieving an impodaditite, Selfself-healing ensures the !le
you store is the !le you retrieve regardless of time.

assureoN...L ONGEVITY

If a bank told you it was possible for the contents of your safe deposit box to be lost, you would !'nd anoth
"e ultimate challenge with data storage is...longevity.

FILE AVAILABILITY AUDIT

Assureon ensures the availability of your !les regardless of time. With its innovative !le avaitaylityssateon continual

checks to determine if a !le is missing.

If a !le is found to be missing, Assureon notiles you and returns the !le to its original state. §&oerd Hasmanser been

easier with Assureon’s auton@@okesses.

“if discrepancies are discovered, Assureon notifies and
automatically self-heals the file”



AUTOMATED RETENTION and DELETION

In a new world of regulatory compliance, you need to
guarantee the retention and deletion of ¢les. With automated
integrity management and le immutability technology, Assureon
protects against accidental or unauthorized le deletion and
ensures you can retain ¢les and delete les according to established
retention periods.

Assureon enforces retention periods automatically deleting a
+le and all its copies when the retention period is over. Assureon
knows the exact location and retention period of each ele ensuring
the right «le is deleted at the right time.

You can sleep at night knowing that Assureon's automated process ensunessy@isatatietantion
and deletion of ¢les.

Assureon, the secure archive for exed conte

Privacy, Integrity, Longevityiere is a no more secure way to handle all your *xed conte
data. All these features are available in a single, fully integrated, easy to managge solution
more green
more scalable
more alordable
Assureon works for you whether you are a business with a single location or a large globa
consolidating data from multiple remote locations. Assureon, a safe deposit box for the dig
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Assureon’

Secure Online Disk Archive

Competitive Edge

Automated Auditing Processes



More Manageable

EEEEEEEEEEEE




